ZotDefend Apple Instructions

This page contains instructions to install
software to ensure an Apple computer is UCI
ZotDefend compliant. School of Physical
Sciences ONLY

1. Install Jamf Client (Instructions below)

https://tools.ps.uci.edu/downloads/download/enrollmentProfile.mobileconfig

After you log in with your UCInetID and password, it will automatically download a file.

Then go to your "Downloads" folder, and click on "enrollmentProfile.mobileconfig"

Profile Downloaded

Review the profile in System Settings if
you want to install it.



https://tools.ps.uci.edu/downloads/download/enrollmentProfile.mobileconfig
https://knowledge.ps.uci.edu/uploads/images/gallery/2025-04/0BlCv7TWLYBtA8ov-image.png
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Install, view, or remove MDM Profile
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Profile not installed. Double-click to review.

2. Double click on the profile and enroll the computer. Wait 5-10 minutes for Jamf to install
the required software. You will need to leave your computer on and connected to the internet for
this step.

3. Check for the Duo Desktop icon in the notification area. Once you see it, click on it to open Duo

Desktop.
1 ™
lAss €& UCIPr A

’ UCI Di 3y

4. Duo Desktop will check for compliance, and will show you green check-marks for each
requirement. If you do not have encryption enabled yet, reboot and you should be prompted for a
password to enable encryption.
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5. After a reboot if your device did not have all green checkmarks, you may see the following
screens, please click "Enable Now" and enter your password if prompted. This will turn on
encryption:

If FileValut Key Reset is having you generate a new FileVault key multiple times, go to Terminal ->
type in "jamf recon"


https://knowledge.ps.uci.edu/uploads/images/gallery/2025-04/wNhJ2n4CMuJrrahC-image.png

FileVault Key Reset

To generate a new FileVault key

I . -, Enter login password for

Cance

Your administrator requires that
you enable FileVaulit.

You must enable FileVault now
to continue.
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